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The rapid spread and continuous development of Internet of Things (IoT) technologies have profoundly impacted
various aspects of daily life, including healthcare. The aim of this review was to highlight the necessity of adopting
healthcare IoT technologies in surgical oncology clinical practice, remote home monitoring of cancer patients, and
context awareness facilitation. In addition, we identified different categories of healthcare IoT technologies and the
best practice examples of IoT technologies for breast cancer patients. Moreover, discussions were supported by the
future opportunities of integrating IoT technologies in surgical oncology.
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CURRENT APPLICATION OF HEALTHCARE loT
TECHNOLOGIES

In recent years, there have been a growing acceptance and
utilization of Internet of Things (IoT) technologies in various
domains, such as manufacturing, transportation, and agriculture
[1], but also in healthcare. The necessity of finding solutions
to ease the strain of healthcare systems while maintaining the
provision of health quality care, with the help of the Internet
of Things (IoT) technologies, is already acknowledged [2-4]. Al-
though the use of Io'T technologies in healthcare is still in its early
stages, their potential application in several medical scenarios has
become increasingly relevant [5]. For instance, even before the
pandemic, healthcare systems worldwide struggled to provide
quality healthcare services to patients, and healthcare profession-
als were looking for solutions that would potentially lower the
expenses associated with the constantly aging population and the
growth associated with chronic illnesses [3].

Today, there exists a convergence of Information Commu-
nication Technology (ICT) infrastructure, hardware, software,
and networking technologies in healthcare, aiming to connect
different stakeholders such as patients, physicians, healthcare
providers, health data repositories, medical centers, and hospi-
tals in a shared information environment [6]. The need for this
connected environment stems from the continuous rehabilitation
and monitoring of the patients [7-9]. The advantages of high-
ly connected stakeholders include improved clinical and patient

safety, reduced spread of contagious diseases, and increased clin-
ical productivity by providing accurate and timely information
[10]. However, in practice, stakeholders are not well-connected,
which leads to a serious number of flaws that are spread across
the healthcare system [11].

At an individual level, IoT technology has a significant im-
pact on raising people’s health awareness and improving and
monitoring their health statuses [12]. As such, IoT technology is
changing the healthcare industry by completely reinventing the
devices, applications, and people involved in healthcare solutions
[13], and the industry is continually producing new tools to guar-
antee better patient care [14] by offering remote home monitor-
ing. Despite not being widely used in all aspects of the healthcare
industry, the adoption is exponential, even in the clinical setting,
and is already being integrated into cardiology, nutrition, and
neurology [15]. The use of IoT technology in healthcare aims to
streamline daily procedures for healthcare providers and assess
the quality of patient care and satisfaction. Similarly, IoT tech-
nology can track patients, manage oncology medical inventories,
and facilitate mental treatments [16-18]. Therefore, IoT tech-
nologies have the potential to be utilized in clinical care, remote
monitoring, and situational awareness [15].

The automatic medical data gathering method lowers the
chance of human error data collection, increasing the accuracy
of the diagnosis and lowering the possibility of human mistakes
[19]. IoT technologies in clinical care focus on enabling constant
observation and close monitoring of patients to respond to po-
tential crises and save lives. These monitoring systems use sensors
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to gather physiological data, which is processed, stored, and de-
livered online to caregivers. By collaborating and analyzing the
data collected by sensors, multiple healthcare professionals can
collectively provide treatment services based on their respective
areas of expertise.

Remote monitoring emphasizes real-time data collection,
even for children, older individuals, or patients with chronic ill-
nesses [20]. The remote access of sensors enables the early detec-
tion and interventions of caregivers, but there is also the possibil-
ity for persons with various cognitive and physical impairments
to live more independently and comfortably [21]. As such, the
sensor can be used to diagnose heart conditions and the impact
of medications on their health and actions. For instance, patients
with chronic conditions like cardiopulmonary disease, asthma,
and heart failure may use wireless monitoring systems based on
sensors to collect information and determine real-time process-
ing of the sensor data. Consequently, the Wireless Local Area
Network (WLAN) system transmits the sensor’s body signals to
the appropriate medical facility.

Context awareness, or situational awareness, highlights the
importance of understanding a patient's health status based on
various factors such as their activity patterns (e.g., walking, run-
ning, or sleeping) or the environment they reside in (e.g, wet,
cold, hot). With the help of IoT technologies, physicians can de-
termine the likelihood of a patient developing certain diseases
based on the collected information over time. This information
enables physicians to identify when a patient requires urgent
assistance and, importantly, what immediate actions need to be
taken.

EXAMPLES OF HEALTHCARE loT TECHNOLOGY
PROJECTS

Although IoT technology systems were created for various
healthcare objectives, they are all closely related because they use
the same enabling technologies [5]. An example of IoT appli-
cability was the tracking of Parkinson’s disease [18]. According
to the researchers, wearable sensors may detect tremors and
patterns in patients with Parkinson’s disease, which can provide
valuable insights into the disease progression. The Io'T wearable
device may be accompanied by vision-based technologies, such
as cameras around the patient’s home.

Another example relates to a heart attack tracking device
with a readily available and unique antenna [22]. The heart ac-
tivity of the user is measured by an electrocardiograph sensor
and processed by a microprocessor. The ECG data is analyzed
and displayed on the user’s mobile phone via Bluetooth connec-
tivity. The heart attack prediction may also be assessed by mea-
suring the respiratory rate.

Another helpful example of IoT technology in healthcare
relates to patients discharged from the hospital [23]. This IoT
system supports physicians in identifying potential complications
and readmissions among these patients. The researchers involved
in this IoT project emphasize the feasibility of safely extracting
information from sensors and transferring it to a cloud-based
platform. By doing so, timely suggestions can be made to miti-
gate the risk of patient readmission, as the first seven days follow-
ing discharge are particularly critical. Cloud-based availability
ensures data accuracy and safety.

SPHERE is one of the most advanced healthcare IoT tech-
nologies, which is still being developed [24]. SPHERE uses a
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vision-based approach with cameras, wearable devices, and en-
vironmental sensors to monitor general activity and the patient's
health. The project’s goal is to monitor the health of older and
chronically ill people, ensuring comfort in their homes. This IoT
project also allows caregivers and medical professionals to in-
tervene in real time. According to the researchers, the project is
based on machine learning, which would help understand diseas-
es and make judgments regarding the patients’ healthcare.

TYPES OF HEALTHCARE loT TECHNOLOGIES

The scientific literature identifies two major categories of
healthcare IoT technologies that have the potential to address
various challenges in clinical practice, remote patient monitor-
ing and context awareness. These categories are healthcare IoT
services and healthcare IoT applications [19]. The healthcare
IoT services consist of protocols that may assist patients and phy-
sicians in detecting several medical conditions, in contrast with
the healthcare Io'T applications installed on different gadgets and
devices, such as mobile phones, tablets, laptops, and wearable
items. The distinction between these categories lies in their ori-
entation, with healthcare IoT services being developer-centered
and healthcare IoT applications being user-centered. Within
these categories, several subcategories of healthcare IoT technol-
ogies are identified [19]:

a. Healthcare IoT services

*  Ambient Assisted Living (AAL) services focus on pro-
viding older and disabled individuals with an indepen-
dent lifestyle while ensuring their safety.

* Internet of e-Health Things, or mobile IoT, involves
using mobile computers and sensor technology for con-
text awareness, often sharing data with 4G networks.

*  Adverse Drug Reaction is a side effect overdosing iden-
tifier, which is based on a patient’s electronic health
record, and can check the medication by scanning the
barcode of a medicine.

e Community health services focus on the medical status
of a community, such as a neighborhood, school, hos-
pital, etc. These services are provided through cooper-
ative networks with proper authorization mechanisms.

¢ Children's health information services aim to educate,
empower, and assist in pediatric care by monitoring the
behavioral, emotional, and mental health development
of children.

¢ Indirect emergency healthcare services focus on pro-
viding solutions in emergency circumstances such as
weather calamities, transportation accidents, and fires.

b. Healthcare IoT applications

*  Glucose level sensing devices provide real-time moni-
toring and sensing for individuals with diabetes or older
individuals, enabling accurate glucose level measure-
ments and organization of activities and medication
schedules.

*  IoT-based electrocardiogram (ECG) monitoring devic-
es track the cardiovascular system by measuring heart
rate, identifying rhythm irregularities, and detecting
myocardial and ischemic heart diseases. These devices
incorporate real-time monitoring and search automa-
tion for normal and pathological cardiac activities.
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*  The blood pressure monitoring device aims to keep
track of blood pressure levels and consists of a blood
pressure kit and a mobile phone that serves as an Io'T-
based blood pressure system.

*  The body temperature monitoring device includes a
body sensor monitoring system that provides precise,
effective, and successful temperature assessment based
on infrared detection.

*  The oxygen saturation monitoring device is similar to
the pulse oximeter device, but, being a wearable device,
it can continuously monitor blood oxygen saturation.
The sensor’s information is collected with an IoT-opti-
mized low-power and low-cost pulse and is transmitted
via Bluetooth to a smartphone.

*  Rehabilitation systems for older and physically im-
paired patients focus on efficiently implementing re-
mote consultations and real-time information collec-
tion.

*  The IoT-based medication management consists of
intelligent packaging of pharmaceutical boxes for pa-
tients based on prescriptions from physicians, and it
connects electronic health records with AAL solutions.

*  IoT wheelchair management aims to provide full au-
tomation for disabled individuals, utilizing various sen-
sors to collect data about the patients’ environments for
localized assessments.

*  Prompt medical solutions. Despite the availability of
many portable medical devices, there is no concrete
integration into Io'T networks. Extensive research is re-
quired, but due to the increased demand in IoT based
services, several medical gadgets and IoT applications
are expected to be adopted in medical practice and
even be recommended for patients after remote sur-
gery, for cancer therapy, or for patients who suffer from
eye disorders, abnormal cellular growth, peak expirato-
ry flow, and skin infections. In these cases, prompt med-
ical solutions and accessibility to medical consultation
or information are paramount.

THE CASE OF THE loT TECHNOLOGY ADOPTION IN
SURGICAL ONCOLOGY

Cancer is a global health concern and a leading cause of
death worldwide [25]. Many cancer patients also experience oth-
er chronic diseases or related symptoms, such as dyslipidemia,
diabetes, osteoporosis, depression, anxiety, weight loss, and ane-
mia [26-29]. The treatment options can vary depending on the
stage of the disease and may include surgery, immunotherapy,
chemotherapy, radiotherapy, and hormone replacement [30].
Being such a complex disease, innovative Io'T technology devices
may be useful in supporting patients during and after the indi-
cated treatment to minimize the impact on their quality of life as
much as possible. IoT technology has shown promising applica-
tions in predicting readmission [31] and facilitating recovery [32]
for cancer patients, especially after surgery.

IoT physical activity trackers have been used to monitor the
physical activity of cancer patients discharged after surgery [33].
There are various examples of effective physical activity trackers,
such as Activate [34], which use actigraphy technology to obtain
behavioral feedback and coaching sessions for stage I-III breast
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cancer patients. Some researchers claim that the possible behav-
ioral changes may be attributed to IoT technologies by providing
more education to users on the matter or wearable devices [35].
In a prospective study involving 65 breast cancer patients, it was
noted that 16.9% of them never used a wearable IoT device, sug-
gesting that an easy-to-use Io'T is required for some persons [36].

Other IoT devices for cancer patients should monitor the
quality-of-life parameters, also known as biometric parameters
[37]. Several IoT application devices for monitoring the heart
rate, blood pressure, weight, and specific symptoms should be in-
cluded, but there are wearable devices that measure the depres-
sion levels of cancer patients [38].

Sensor networks connected to machine learning algorithms
have been developed to track the risk of different cancers. For
instance, the 1TBra IoT project for breast cancer allows for the
monitoring of specific symptoms associated with the develop-
ment of breast cancer, aiding in early detection [39].

While the relevance of IoT technology in clinical practice
is still being validated, existing literature on wearable devices
and IoT technologies by cancer patients has shown positive feed-
back, particularly in the case of breast cancer survivors [40]. For
example, Nguyen ef al. [41] showed that breast cancer patients
accepted wearing physical activity trackers, thus having efficient
outcomes in preventing sedentary behaviors.

Despite the positive IoT technology acceptance by patients,
the information collected by wearable devices and tracking sen-
sors has not yet been integrated into a system, and some of the
IoT technologies still need clinical validation [6].

FUTURE HEALTHCARE OPPORTUNITIES FOR loT
TECHNOLOGY IN SURGICAL ONCOLOGY

Nowadays, IoT technology gadgets and wearable devices
cannot be integrated into a network to which physicians and
patients have access and are usually limited to a single physi-
cian-patient health monitoring. However, there are several fu-
ture opportunities for implementing healthcare IoT technolo-
gies, particularly in clinical practice [6]. In the clinical setting,
IoT support for healthcare can involve the implementation of
architecture and platforms that enable clinicians and health pro-
fessionals to respond quickly and effectively to patients' medical
needs, whether remotely or in person. This can reduce the num-
ber of appointments required and support prioritizing cases that
require urgent assistance. In addition, by using remote surgery, it
1s possible to provide high-quality healthcare to underdeveloped
regions that do not have easy access to a healthcare system. As
such, IoT remote surgery is made possible by several technolo-
gies, including a wireless and satellite communication channel,
machine learning, imaging technology, artificial intelligence, and
tele-surgical robots. Such IoT-based solutions can be used in a
healthcare system, either independently or in conjunction with
professionals.

CONCLUSION

The integration of IoT technologies in healthcare systems
represents a significant milestone in the future of the medical
field as it offers the potential to create more connected and da-
ta-driven healthcare services. The advantages of implementing
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IoT technologies in surgical oncology relate to keeping cancer
patients better informed, involved, and empowered with infor-
mation, which enables them to actively participate in maintain-

ing a sustainable healthcare system. For other healthcare stake-
holders, Io'T technologies may provide accurate and ready-to-use
information, as well as facilitate their interaction and exchange
of expertise with other stakeholders. However, the full potential
of IoT technologies can be realized if patients are encouraged to
play a participatory role in the learning process and are actively

involved in all stages of IoT system development.

ACKNOWLEDGMENTS

Conflict of interest

The authors declare no conflict of interest.

Authorship

CI and AB contributed to the conceptualization of the man-

uscript, CI and VLP contributed to writing the original draft
preparation. CI and IRG contributed to writing the review and

editing the original manuscript.

REFERENCES

©

Fan Y], Yin YH, Xu LD, Zeng Y, Wu E IoT-based smart rehabilitation system. IEEE,
Trans. Ind. Informat. 2014;10(2):1568-1577. doi: 10.1109/T11.2014.2302583
Gope P, Hwang T. BSN-care: A secure IoT-based modern healthcare system using
body sensor network. IEEE Sensors J. 2016; 16 (5): 1368-1376. doi: 10.1109/
JSEN.2015.2502401

Pradhan B, Bhattacharyya S, Pal K. IoT-based applications in Healthcare Devices.
Journal of Healthcare Engineering 2021: 6632599. doi: 10.1155/2021/6632599
Yin Y, Zeng Y, Chen X, Fan Y. The Internet of Things in healthcare: An overview. J.
Ind. Inf. Integr: 2016; 1: 3-13. doi: 10.1016/},ji..2016.03.00

Baker SB, Xiang W, Atkinson I. Internet of Things for Smart healthcare:
Technologies, Challenges, and Opportunities. IEEE Access. 2017; 5: 26521-26544.
doi: 10.1109/ACCESS.2017.2775180

Zeadally S, Bello O. Harnessing the power of Internet of Things based connectivity
to improve healthcare. Internet of Things. 2021;14:100074. doi: 10.1016/j.
10t.2019.100074

Sarkar S, Misra S. From micro to nano: The evolution of wireless sensor-based health
care. IEEE Pulse. 2016;7(1): 21-25. doi:10.1109/MPUL.2015.2498498

Bade BC, Brooks MC, Nietert SB, Ulmer A, ¢t al. Assessing the Correlation Between
Physical Activity and Quality of Life in Advanced Lung Cancer: Integr. Cancer Ther.
2018;17(1):73-79. doi: 10.1177/1534735416684016.

Cai L, Boukhechba M, Gerber MS, Barnes LE, ¢ al. An integrated framework for
using mobile sensing to understand response to mobile interventions among breast
cancer patients. Smart Heal. 2020;15:10086. doi: hittps://doi.org/10.1016/j.
smhl.2019.100086

Perumal K, Manohar M. A survey on internet of things: case studies, applications, and
future directions. Internet of Things: Novel Advances and Envisioned Applications,
Springer International Publishing, pp. 281-297.

Kadiri SB, Kerr AP, Oswald NK, Budacan AM, et al. Fit 4 surgery; a bespoke app with
biofeedback delivers rehabilitation at home before and after elective lung resection. J.
Cardiothorac. Surg 2019;14(1):132. doi: 10.1186/513019-019-0951-6.

Li S, Xu LD, Zhao S. The internet of things: a survey. Inf. Syst. Front. 2015; 17 (2):
243-259. doi: 10.1007/510796-014-9492-7

Rizwan P, Babu MR, Suresh K. Design and development of low investment smart
hospital using Internet of things through innovative approaches. Biomed. Res. 2017;
28 (11): 4979-4985.

Lake D, Milito R, Morrow M, Vargheese R. Internet of Things: architectural
framework for eHealth security J. ICT. 2013;3:301-328. doi: https://doi.
org/10.13052/jicts2245-800X.133

Kaaprojects. IoT Healthcare Solutions and Applications. Available from: https://
wwwkaaproject.org/healthcare/

Chambers R, Schmid M, Birch-Jones J. Digital Healthcare: The Essential Guide.
Available from: https://ebookcentral proquest.com

Yeole AS, Kalbande DR. Use of Internet of Things (IoT) in healthcare: a survey.
Proceedings of the ACM Symposium on Women in Research (WIR). 2016; 71-76.
doi: 10.1145/2909067.2909079

20.

22.

23.

24.

25.
26.

27.

28.

29.

30.

31

32.

34.

35.

36.

37.

38.

39.

40.

41.

2023 JOURNAL of MEDICINE and LIFE. VOL: 16 ISSUE: 5 MAY 2023

Pasluosta CE Gassner H, Winkler J, Klucken J, Eskofier B. Parkinson’s discase as
a Working Model for Global Healthcare Restructuration: The Internet of Things
and wearables technologies. Proceedings of the 5th EAI International Conference
on Wireless Mobile Communication and Healthcare. 2015;162-165. doi: 10.4108/
cai.14-10-2015.2261705

Dhanvijay MM, Patil SC. Internet of Things: A survey of enabling technologies
in healthcare and its applications. Computer Networks. 2019;153:113-131. doi:
10.1016/j.comnet.2019.03.006

McCann L, McMillan KA, Pugh G. Digital interventions to support adolescents and
young adults with cancer: Systematic review. J. Med. Internet Res. 2019; 5(2): €12071.
doi: 10.2196/12071.

Ramsey WA, Heidelberg RE, Gilbert AM, Heneghan MB, ¢ al. ¢Health and
mHealth interventions in pediatric cancer: A systematic review of interventions across
the cancer continuum. Psycho-Oncology: 2020;29(1):17-37. doi: 10.1002/pon.5280
Wolgast G, Ehrenborg C, Israclsson A, Helander J, et al. Wireless body area network
for heart attack detection [education corner]. IEEE Antennas Propag Mag
2016;58(5):84-92. doi: 10.1109/MAP2016.2594004

Vargheese R, Viniotis Y. Influencing data availability in IoT enabled cloud based
e-health in a 30 day readmission context. Collaborative computing: networking;,
applications and worksharing; 2014 International Conference on IEEE. doi:
10.4108/icst.collaboratecom.2014.257621

Zhu N, Diethe T, Camplani M, Tao L, ¢ al. Bridging e-health and the Internet of
Things: The SPHERE project. IEEE Intell. Syst. 2015;30(4):39-46. doi: 10.1109/
MIS.2015.57

WHO. Cancer. 2020. Available from: https:/ /www.who.int/health-topics/cancer

Le A, Mitchell HR, Zheng D)J, Rotatori J, ¢ al. A home-based physical activity
intervention using activity trackers in survivors of childhood cancer: A pilot study:
Pediatr. Blood Cancer. 2017;64(2):387-394. doi: 10.1002/pbc.26235

Carli V, Wasserman D, Hadlaczky G, Petros NG, ¢t al. A protocol for a multicentre,
parallel-group, pragmatic randomised controlled trial to evaluate the NEVERMIND
system in preventing and treating depression in patients with severe somatic conditions.
BMC Psychiatry. 2020;20(1):93. doi: 10.1186/512888-020-02494-3.

Klaas V], Troster G, Walt H, Jenewein L. Remotely Monitoring Cancer-Related
Fatigue Using the Smart-Phone: Results of an Observational Study. Information.
2018; 9(11):271. doi: 10.3390/info9110271

Augilés JM, Stemmler B, Lopez-Soriano EJ, Busquets S. Inter-tissue communication
in cancer cachexia. Nat. Rev. Endocrinol. 2018;15(1):9-20. doi: 10.1038/541574-018-
0123-0.

Drouin ]S, Wilson E, Battle E, Slevin K, ¢7 al. Changes in energy expenditure, physical
activity, and hemoglobin measures associated with fatigue reports during radiation
treatment for breast cancer: A descriptive and correlation study. Rehabil. Oncol. 2011;
3-8.

Dreher N, Hadeler EK, Hartman SJ, Wong EC, ¢ al. Fitbit Usage in Patients With
Breast Cancer Undergoing Chemotherapy. Clin. Breast Cancer. 2019;19:443-449.
doi: 10.1016/j.cIbc.2019.05.005

Albino de Queiroz D, André da Costa C, Aparecida Isquierdo Fonseca de Queiroz
E, Tolchini da Silveira E, da Rosa Righi R. Internet of Things in active cancer
Treatment: A systematic review: J Biomed Inform. 2021 Jun;118:103814. doi:
10.1016/jbi.2021.103814.

Muhsen IN, Rasheed OW, Habib EA, Alsaad RK, ¢ al. Current Status and Future
Perspectives on the Internet of Things in Oncology. Hematol Oncol Stem Cell Ther.
2023; 16(2):102-109. doi: 10.1016/j.hemonc.2021.09.003

Lynch BM, Nguyen NH, Moore MM, Reeves MM, ¢t al. A randomized controlled
trial of a wearable technology-based intervention for increasing moderate to vigorous
physical activity and reducing sedentary behavior in breast cancer survivors: the
ACTIVATE trial. Cancer. 2019;125(16):2846-2855. doi: 10.1002/cncr:32143.
Maxwell-Smith C, Hince D, Cohen P, Bulsara M, ef al. A randomized controlled
trial of WATAAP to promote physical activity in colorectal and endometrial cancer
survivors. Psycho-Oncol. 2019; 28(7):1420-1429. doi: 10.1002/pon.5090.

Payo RM, Harris J, Armes J. Prescribing fitness apps for people with cancer: a
preliminary assessment of content and quality of commercially available apps. ]
Cancer Surviv. 2019;13(3):397-405. doi: 10.1007/511764-019-00760-2.

Wright A, Raman N, Staples P, Schonholz S, ¢/ al. The HOPE pilot study: harnessing
patient-reported outcomes and biometric data to enhance cancer care. JCO Clin
Cancer Inform. 2018;2:1-12. doi: 10.1200/CCL.17.00149.

Cormack E McCue M, Taptiklis N, Skirrow C, ¢ al. Wearable technology for high-
frequency cognitive and mood assessment in major depressive disorder: longitudinal
observational study. JMIR Ment Health. 2019;6(11):¢12814. doi: 10.2196/12814.
Ferndndez-Caramés T, Fraga-Lamas P. Towards the Internet-of-smart-clothing: a
review on IoT wearables and garments for creating intelligent connected E-textiles.
Electronics. 2018;7(12):405. doi: 10.3390/ electronics7120405

Bergmann J, Chandaria V, McGregor A. Wearable and implantable sensors: the
patient’s perspective. Sensors. 2012;12(12):16695-16709. doi: 10.3390/5121216695
Nguyen N, Hadgraft N, Moore M, Rosenberg D, ¢t al. A qualitative evaluation of
breast cancer survivors’ acceptance of and preferences for consumer wearable
technology activity trackers. Supportive Care Cancer. 2017; 25(11):3375-3384. doi:
10.1007/500520-017-3756-y.



